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CONTROL COMMAND SYSTEMS IMPACT ON
THE RAILWAY OPERATIONAL SAFETY

Purpose. Safety is seen as a must, for railway transport market. However it is not so obvious what does safety
exactly mean as it means different things for different experts. Showing safety ensured by control command systems
as a component of the railway operational safety and pointing associated challenges especially those arising from
subdivision of the national railway system into different entities. Methodology. To achieve this purpose control
command and signalling systems keeping safe distances between trains, preventing setting conflicting train routs,
locking of the mobile elements of the switches, protecting the level crossings, enabling safe incorporation of addi-
tional trains were analyzed. Findings. Article analyses how control command system influence operational safety
taking into account safety of the control-command system itself, interfaces on one side between signalling systems
and control command system and on the other side between control command system and vehicle control systems,
transmission, maintenance, and operation in degraded modes of running. Originality. New and high-effective scope
of tests which are necessary for putting new control command installation into service both track-side and on-board
are proposed. Practical value. Control command implementations will significantly improve operational safety,
however it is possible only when recommendations defined in this article are taken into account. This means that all
the components including interfaces have to meet acceptable hazard rate 10E-9 and have to be properly design, con-
structed, assembled and maintained, all taking into account whole chain of functions performed and supervised by
different railway entities.
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This article is intended to show safety ensured by
control command systems as a component of the
railway operational safety and point associated
challenges especially those arising from subdivi-
sion of the national railway system into different
entities.

Introduction

Railway vehicles and trains are very heavy —
hundreds and thousands of tones — and therefore
railway tracks must be stable and supportive.
Heavy trains are also resulting in very long braking
distances, which are much longer then braking

distances for vehicles in other transport modes. Purpose

Upshot train drivers can’t see all the way which is
necessary to stop the train in normal operational
conditions. As a result railway engineers since
railway very early beginnings assumed that safety
is a must, for railway transport. All safety aspects
were seen as very important. Solving related
challenges was based, between others, by existence
of single national railway companies with unified
rules for permanent way construction and train
characteristics as well as operational rules. In
accordance with EU regulations Polish National
Railway was split into many companies splitting
also responsibility for safety. Keeping high railway
safety requires much deeper analyses of risk
subdivision between actors of the railway market.
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Showing safety ensured by control command
systems as a component of the railway operational
safety and pointing associated challenges
especially those arising from subdivision of the
national railway system into different entities.

Methodology

To answer the key question what the safety
means one can point that all the safety-critical
components have to be designed, constructed,
assembled and maintained in a way ensuring
operational safety. This is the key statement
however it is not so easy to point what does it
really means.

The wheel/rail contact must meet the stability
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requirements to ensure protection against
derailments up to maximum authorised speed. Not
only vertical but also horizontal forces along the
tracks and horizontal forces perpendicular to tracks
which are caused by vehicles can’t excide related
track limits. The parameters of brake equipment
must guarantee that it is possible to stop within a
given braking distance from the maximum
authorised speed.

All components of the infrastructure as well as
all components of the vehicles including all kind of
interfaces inside infrastructure and inside trains
must withstand normal and possible exceptional
stresses during whole life cycle. The consequences
of possible failures must be mitigated. All used
materials must be chosen taking into account
limiting the generation, propagation and effects of
fire and smoke in the event of a fire. Materials
can’t cause in normal and degraded situations any
health hazard.

All devices intended to be operated by railway
personnel and passengers must be so designed as
not to impair the safe operation of the devices or
the health and safety of users if used in
a foreseeable manner, albeit not in accordance with
the posted instructions. Additionally prevention
against access of intrusions into installations is also
important for safety. Moreover, traction supply
systems must not impair the safety either of trains
or of persons.

The electrical equipment must not impair the
safety and functioning of the control-command and
signalling installations. The control-command and
signalling systems and devices as well as related
procedures have to ensure active protection in
normal operation and in degraded one. Rolling
stock — traction and non-traction vehicles for
passengers and cargo, as well as specialised
vehicles like track maintenance machines or bi-
road vehicles for running on tracks and on roads
and all the links between vehicles must be
designed in such a way as to protect all kind of
involved people even in the event of collision or
derailment including passive safety by
constructions taking over energy during collisions.

In passenger trains appropriate devices must
enable passengers to inform the driver and
accompanying staff about emergency and/or to
impose emergency braking. However, passenger
imposed braking should not lead to stop the train in
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some locations e.g. in tunnels where panic may be
extremely dangerous and fire may propagate faster.
Access doors must incorporate an opening and
closing system which guarantees passenger safety.
Emergency exits must be provided and indicated.

Finally, last but not least operating rules and
the qualifications of drivers and on-board staff and
of the all kinds of the trackside staff must ensure
safe operation. Maintenance of infrastructure and
vehicles has to be carried in appropriate intervals
by competent staff using appropriate equipment.

So, for one person safety is related to the
parameters of rails and appropriate geometry of
tracks, for another safety is related to competence
and health of the drivers. For us in this article
safety is related to control command systems based
on classic signalling systems ensuring so called
active protection.

Totally other thing is security although in many
languages including Polish both are expressed in
many situations by the same word.

Signalling systems are seen by the drivers as
colour light signals (semaphores in old solutions)
giving them permission to run with given speed
and on defined restricted distance. For dispatchers
signalling systems are monitors (cubic based
pulpits in old solutions) ensuring safe setting and
locking of train running paths and setting signals in
appropriate  position = meaning  displaying
appropriate colour light signal aspects (semaphores
positions in old solutions). For signalling engineers
signalling systems are interlockings, block
systems, level crossing protection systems, and
other technical systems all ensuring vital
verification of the permissions given by
dispatchers, and automatic safety related technical
systems to the drivers by colour light signal
aspects.

The control command systems are seen by the
drivers as detail information about running limits
on the cab signalling. For dispatchers control
command systems are nearly invisible except
situations where control command systems provide
means for larger areas serviced from a single
location. For signalling engineers control
command systems have to be subdivided into
trackside components and on-board components.
The trackside components are taking vital
information in a vital way form vital technical
signalling systems and transmitting it in defined
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languages using vital transmission channels. The
on-board components are receiving and verifying
vital information from transmission channels, then
proceeding  vital computing of received
information and displaying running permissions
(only receiving, verifying and displaying limited
information in old solutions) to the drivers.

Implementing contemporary European control
command solution — the European Train Control
System (ETCS) [1, 3, 4, 8, 9] and using European
Global System for Mobile Railway
Communication (GSM-R) [9, 11, 14, 15] for voice
digital communication and as a digital channel for
ETCS ensures higher safety but sets in front of the
engineers new kind of challenges. As a result of
implementing ETCS and GSM-R railway lines
capacity is growing, border disruptions between
railway systems of the neighbouring countries is
lowering — additional traction units and additional
tracks for shunting in many locations disappear,
necessity of the different drives and different
equipment in traction units is strongly minimised
and as a result time needed to pass borders is
limited significantly. Border disruptions starts to
be comparable with other transport media. For
better understanding of the different types of
documents related to ETCS and GSM-R it is
important to know that they are together called
European Railway Transport Management System
(ERTMS) [1, 5, 6, 8, 9].

To emphasise safety aspects related to
signalling and control command systems it is
necessary to point that signalling systems are
verifying work of the dispatchers but not verifying
work of the train drivers. Introducing control
command systems ensures possibility to verifying
whether train drivers drive the trains in accordance
with the limits given by dispatchers. Together they
provide active safety for train movements. This is
extremely important as trains due to extremely big
masses (up to over 3 000 tones and even more) and
relatively high speeds (up to over 160 km/h and
even more) gain high kinetic energy having at the
same time adhesive coefficient about eight times
lower than road vehicles. As a result braking
distance for trains is long and each accident
appearing inconsiderable may cause catastrophic
consequences [2, 5, 7, 9, 10]. That is why railway
movements are regulated by signalling and control
command systems ensuring meeting following
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safety related functionalities:

— keeping safe distances between trains running
on the tracks between stations — train spacing
management,

— preventing setting conflicting train routs for
the trains running in to and out from the stations —
train routing management,

— locking of the mobile elements of the
switches for entire train runs in correct positions —
preventing derailments caused by switch
movements under trains,

— protection of the level crossings constituting
by the roads and railway lines crossing at one level
— ensuring automatic level crossing protection as
well as putting appropriate signs on the rail and on
the road side,

— enabling safe incorporation of additional
trains from the branches, sidings, industrial tracks
etc. without creating disturbances — train
movement start-up procedures.

Findings

The safety related functions of the control
command systems do not ensure safety of the
control command system itself. As already pointed
safety must be ensured not only in normal
operational conditions but also in degraded ones. It
is, therefore, important what will happen when
control command system is malfunctioning or even
when it is damaged.

Malfunctioning and damage must not cause so
called wrong side failures which means that
authorised speed can’t be higher than the safe one
and authorised running distance can’t be longer
than the safe one. The safe one meaning authorised
by dispatcher, given by signalling system,
reflecting current operational circumstances. It has
to be accepted that all technical systems are not
failure free, especially for ever. However,
acceptable malfunctioning and damage are those
which mean that certainly authorised speed is
lower than the safe one and authorised running
distance is shorter than the safe one [2, 7, 10, 12, 13].

The question is how to ensure that wrong side
failures do not appear in a whole life cycle of the
control command system. The old method which is
still applied on a functional level is simulating
failures by switching off single modules, verifying
results of short-circuits in different places,
switching off control command system power
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supply. This is mainly done during construction
and known as fail-safe principle. For electronic
systems which are based on vital interfaces, vital
transmission and vital data computing this is
certainly not enough. It is necessary to verity
consequences of failures in electronic hardware
and software. This is also done during construction
phase, but in that respect a safety integrity level
(SIL) principle is applied. The SIL levels are
defined in a European Standard EN 50 129. The
levels are from zero to four. SIL 4 is the only one
acceptable for control command systems. Usually
SIL 4 is seen as an acceptable level of failures for
one hour of working of the electronic system lower
then 10E-9. This is half true as it applies only
in relation to hazard failures. Additionally the
EN 50 129 for each safety integrity level defines
principles which are intended to minimise so called
systematic failures, which means failures caused
during design, construction, assembly,
maintenance — generally failures caused by people.
Confirmation of safety of the electronic systems —
vitality of the control command — is done by
«safety evidence reporty». This is a document which
is verified by independent safety assessor and seen
as company commercial secret and kept only for
limited staff of the companies and requiring keeping
it secret by all involved people including assessor.

Is it enough to apply to control command
system fail-safe principle and SIL 4 supported by
safety evidence report. It is not. The fail-safe
principle and SIL 4 are applied to the product it-
self, while control command system is connected
to
a number of other systems by interfaces. The
interfaces related failures may cause wrong side
failures for a whole active safety system between
dispatcher and train driver (dispatcher =» vital
signalling system e.g. interlocking = vital
trackside control command e.g. ETCS = vital
transmission system e.g. GSM-R = vital on-board
systems e.g. braking system e.g. ETCS =» train
driver).
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Originality and practical value

New and high-effective scope of tests which
are necessary for putting new control command
installation into service both track-side and on-
board are proposed

Control command implementations  will
significantly improve operational safety, however
it is possible only when recommendations defined
in this article are taken into account. This means
that all the components including interfaces have
to meet acceptable hazard rate 10E-9 and have to
be properly design, constructed, assembled and
maintained, all taking into account whole chain of
functions performed and supervised by different
railway entities.

Conclusions

Active safety system based on control
command can support railway operational safety.
However, it will not always support operational
safety.

First of all trackside control command system
is based on signalling system. It will not work if
the signalling system is malfunctioning or
damaged and if interfaces between signalling
systems and control command are malfunctioning.
Of course wrong side failure in signalling system
must not cause authorised speed higher than the
safe one or authorised running distance longer than
the safe one.

Secondly, trackside control command system is
connected to vital transmission system by vital
interfaces. Control command system will not work
if transmission itself or interfaces are
malfunctioning or damaged. Of course wrong side
failure in interfaces to transmission system and
transmission system itself must not cause
authorised speed higher than the safe one or
authorised running distance longer than the safe
one.

The same applies to all vital systems and
interfaces constituting whole active safety system
between dispatcher and train driver. Moreover, all
systems and interfaces must ensure safety integrity
level SIL 4. Any system with lower safety integrity
level in a chain system structure will cause
lowering safety integrity level of the whole active
safety system between dispatcher and train driver
to the level of such system. SIL 4 must be
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therefore ensured for all components and all
interfaces.

Additionally it is important to understand and
to take into account that operational safety will not
be supported in all situations when control
command and/or transmission systems trackside
and on-board will not be compatible. This
constitutes
a challenge as all lines and all traction vehicles
can’t be equipped at the same time. First
certification process have to be based on new
trackside and new on-board control command
equipment and assume that both are working
correctly if all the tests are passed without
problems. Then additional trackside equipment
have to be tested using already accepted on-board
equipment and additional on-board equipment
have to be tested using already accepted trackside
equipment. More and more trackside and on-board
installations will require defining strategy as it is
impossible to test new vehicles against all existing
trackside installations and vice versa.

Control command implementations  will
certainly improve operational safety if all the
components including interfaces are properly
design, constructed, assembled and maintained,
however operational safety depends on many other
solutions and procedures.
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YIIPABJIIHHSI KOMAHAHUMH CHCTEMAMM, 11O BINIMBAIOTD
HA EKCIVIYATALINHY BE3IIEKY 3AJII3HULI

Merta. besneka Ha 3alli3HHYHOMY TPAaHCHOPTI — HarajgbHa HeoOXimHicTh. IIpoTe ckilagHO TOYHO CKa3aTH, II0
O3Ha4Ya€e MOHITTS «O0e3leKa», OCKUIBbKM Juisi pPi3HMX (axiBLUiB Le MOXYTh OyTu pi3Hi ¢akropu. B pobGori
nepe0ayaeThCss PO3KPHUTTSA ACIEKTIB O€3MeKM HAI[IOHANBHOI 3ali3HHMIN, 10 3a0e3MeUyOThCS KOMAHIHUMHU
CHCTEMaMH YIPaBJiHHS B SKOCTI KOMIOHEHTA €KCILTyaTallil 3aJIi3HHLb, Ta OIIMCAHHS MPOOJIEM, OB’ I3aHUX 13 HUMHU.
Metoauka. [y JOCATHEHHS OCTABJICHOI METH ITPOaHaIi30BaHi CHCTEMH CUTHAJII3allii Ta ypaBIiHHS 3ai3HUYHUM
pyxoM. PosrmsHyTO Taki acmekTd: Oe3ledHi BiJICTaHI MK TOi3JaMHu B MDKIIJCTAaHIIHHUX 30HAX; 3amoOiraHHs
YCTaHOBIIl CYNEpPEeWIMBUX MapIIpyTiB JUIsl MOi3/iB, 10 MPUOYBAIOTH Ta BIANIPABIAIOTHCS 31 CTAHIIN; OJIOKYBaHHS
PYXOMHX €JIEeMEHTIB NEePEMHKadiB 101372 B NPaBHIBHOMY IIOJIOKEHHI; 3a0e3neueHHs] Oe3MeKn Ha 3aJli3HUYHHX
mepeizaax, Mo 3HaXOMATHCS HAa ONHOMY piBHI 3 3amizHunero. [IpoaHanizoBaHO TakoK 3a0e3redeHHS Oe3nedHOro
PyXy Ta 3amo0iraHHs NepemKofaM A MOi3AiB, SKi KypPCYIOTh IO A i3HWM Ta IPOMHUCIIOBHM IIISXaM.
PesyasTaTn. B crarri 3poOieHWi aHami3 CHCTEMH KOMAaHIHOTO KOHTPOJIO 3a YIPABIiHHIM OE3MEKO0
3 ypaxyBaHHAM HACTYITHUX YMHHHKIB: O€3MEKH CaMOi CHCTEMH KOMaHAHOTO KOHTPOJIIO; B3a€EMOIIT MK CHCTEMaMH
CUTHami3amii # ympaBiiHHS, 3 OAHIE€] CTOPOHM, Ta aIMiHICTPATUBHO-KOMAHIHOI CHCTEMH YIPABIIiHHSA 1 CHCTEMH
YIpaBiiHHA MOi310M, —3 iHIIOI. PO3risHyTi TakoX NMUTaHHS Nepenadi, TEXHIYHOrOo OOCIYroBYBaHHS, PEXHUMIB
ekcrutyaranii. HaykoBa HoBH3HA. 3anponoHOBaHO HOBI BUCOKOE(hEKTHBHI BHIIPOOyBaHHs, HEOOXiAHI s 31adi
B GKCIUIyaTallil0 HOBOi CHCTeMH KOHTpousito. IlpakTmuyHa 3HaumMicTh. Peasizaiiis KOMaHIHOIO YIIPaBIIiHHS
IBUIINTH €KCIUTyaTaliiiHy Oe3neKy, sKIo peKOMeHallii, BU3Ha4yeHi y 1ill crarti, OyayTh BpaxoBaHi. Lle o3Hauae,
10 BCi KOMIIOHEHTH, BKJIIOYAIOUYM 3’€HAHHS, MOBHHHI BIANOBIAATH IOITycTHMOMY cTymeHo pu3uky 10E-9, Oytu
NPaBWIBHO CKOHCTPYWOBAaHMMH, BUTOTOBJICHHMH, 310paHnMH, 30€peKeHHMHU (3 ypaxyBaHHSM BCHOT'O JIAHITIOXKKA
BUKOHAHUX (PYHKIIii) Ta KOHTPOJIOBATHCS Pi3HUMH 3aJII3HHYHIMH OPTaHi3aIisiMA.

Kniouosi crosa: 3ani3HnI; Oe3neka; cucreMa KOHTPOJII0 KOMaH/I; elIeKTpooOIaHaHH; CUCTEMa CUTHATI3aLli{
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YIIPABJIEHUE KOMAHIHbIMH CHCTEMAMMH,
BO3AEUCTBYIOIINMMHA HA SKCINIYATAIHMOHHYIO
BE3OIIACHOCTH KEJIE3HOM JOPOT'H

Heab. be3omacHOCTh Ha KETNE3HOJOPOKHOM TPAHCIOPTE — HACYIIHAS HE0OX0AMMOCTh. OHAKO CIOXKHO TOYHO
CKa3aTh, YTO O3HA4YaeT IOHATHE «OE30MaCHOCTH», MOCKOJBKY IS Pa3HBIX CIEIHAJIICTOB 3TO MOTYT OBITh
pa3nmuunble dakTopel. B paboTre mpenmonaraeTcs pacKphITh aCHEKTHl 0OE30IMacHOCTH HAIlMOHAJIBHOHM JKEIe3HOH
JIOPOTH, KOTOpbIE 00ECIeYNBAIOTCS KOMAaHIHBIMA CHCTEMaMHM YIIPaBJICHHUS B KaueCTBE KOMIIOHEHTA DKCILTyaTaluu
KEJIE3HBIX JIOPOT, M ONHCaTh MpoOIeMbl, CBsI3aHHbIE ¢ HUMHU. MeToauka. J[is NOCTHIKEHHS MOCTaBICHHOW LIeNn
MIPOaHAJIU3UPOBAHBI CHCTEMbl CHUTHAJIHM3AlMM U YIPABICHHUSA JKEJIE3HOJOPOXKHBIM JBHXEHHEM. PaccMoTpeHs
CJIEYIOIIHE aCTIeKThI: OE30IIaCHbIE PACCTOSHUS MEXK/Ty 10€3JaMU B MEXITO/ICTAHIIMOHHBIX 30HaX; PEJOTBPAICHIE
YCTQHOBKM IIPOTHBOPEYMBBIX MAapIIPYTOB /ISl IIOE3[0B, NPHOBIBAIOIIMX M OTIPABISIIONIMXCS CO CTaHIMH;
OJIOKMpOBKa MOABIKHBIX AJIEMEHTOB IEepeKIIIovaTesield moe3ia B NMPaBWIBHOM MojoxeHuu. [IpoaHanmisupoBaHo
TakKe odecrieueHne 0€30IaCHOCTH Ha JKEJIEe3HOAOPOKHBIX Tepee3Iax, HaXOAAIIINX s Ha OJHOM YPOBHE C JKeJIe3HOH
noporoii; obecriedyeHne O€30MacHOTO JBIDKEHHST M TIPEIOTBpAIICHHE TPEMSATCTBHH s TOE3I0B, KOTOPBIE
KYpPCHPYIOT 10 TOIBE3NHBIM W MPOMBIIUICHHBEIM IyTsM. Pe3yabTaThl. B pabore cmemaH aHAmM3 CHUCTEMBI
KOMaH/IHOTO KOHTPOJISl yIpaBlieHHeM Oe30MacHOCThIO C Y4YEeTOM ClieAyomHX (akropoB: 0e30macHOCTH
caMOH CHCTEeMBl KOMAaHIHOTO KOHTPOJIS; B3aUMOJCHCTBUS MEXOYy CHCTEMaMH CUTHAIM3AIMH W yTPaBIICHUS,

doi 10.15802/stp2015/42160 © Marek Pawlik, 2015

63



ISSN 2307-3489 (Print), ISSN 2307-6666 (Online)

Hayxa ta nporpec Tpancnopty. Bicauk [{HinponeTpoBchKoro
HaI[iOHAJIIBHOTO YHIBepPCHTETY 3ali3HHYHOTO TpaHcHopty, 2015, Ne 2 (56)

ABTOMATU30BAHI CUCTEMMU YIIPABJIIHHA HA TPAHCIIOPTI

C OJHOM CTOPOHBI, U aJMUHUCTPATUBHO-KOMAaHIHOM CUCTEMOMN YIIPABIIEHUS U CUCTEMOM YIPAaBIEHUS IOE3I0M, —
¢ Ipyroil. PaccMoTpeHBI Tarke BOIPOCH MEpefadd, TEXHHYECKOTO OOCIYXHBAHUSA, PEKUMOB 3KCILTyaTallWH.
Hayuynasi wHoBu3Ha. [IpeuiokeHbl HOBbIe BBICOKOI((GEKTUBHbIE WCIBITAHHMS, HEOOXOAMMBIE Ui CIadd
B 9KCILTyaTaluio HOBOM cucTembl KOHTpouis. IlpakTudeckasi 3HaYMMOCTh. Peann3anys KOMaHIHOTO yIpaBIeHUS
MOBBICHT JKCIUTYaTaIMOHHYI0 0€30MacHOCTh, €CJIM PEKOMEHIAINH, ONPEICIICHHBIC B 3TOH cTaThe, OyAyT yUTCHBI.
3910 03Ha4acT, YTO BCC KOMIIOHCHTHI, BK/IOYass COCAUHCHUA, JOJI’KHBI COOTBECTCTBOBATH [lOHyCTPIMOﬁ CTCIICHU pUCKa
10E-9, OBITH PaBMIILHO CKOHCTPYUPOBAHHBIMH, U3rOTOBJICHHBIMU, COOPAaHHBIMH, COXPAHCHHBIMHA (C YYE€TOM BCei
LETOYKH BBITIOTHEHHBIX (DYHKIIHIT) i KOHTPOJIMPOBATHCS PA3THIHBIMU JKEIIC3HOIOPOKHBIMU OpPraHH3aUsIMU.

Kniouegvie cnoea: xenesnas nopora; O€30MaCHOCTb; CHUCTEMa KOHTpPOJISI KOMAaHJ; 3JIEKTPOOOOpYIOBaHUE;
CHUCTEMA CUTHAIU3ALUU
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